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Data Privacy Policy for the

Groundwater Modelling Framework INOWAS (www.inowas.com)

For what purposes should personal data be processed?

The scope of the web-based groundwater modelling platform www.inowas.com is to provide a collection of free
simulation tools for planning and assessment of managed aquifer recharge applications. The tools use datasets
uploaded by the user (time series and geospatial data) in order to simulate groundwater flow, contaminant
transport and other relevant processes occurring during managed aquifer recharge. To access these tools, the user
needs to create a free account at the address https:/dss.inowas.com. Personal data provided is used by the website
only to create the user account.

\Who is responsible for data processing and who can be contacted?

Technische Universitat Dresden Technische Universitat Dresden

Contact Person: Data Protection Officer:

Dr. Catalin Stefan Mr. Jens Syckor

Research Group INOWAS 01062 Dresden

Department of Hydrosciences Tel.: +49 351 463 32839

Tel.: +49 351 463 44144 E-Mail: informationssicherheit@tu-dresden.de

E-Mail: inowas@mailbox.tu-dresden.de

\What is the legal basis for the processing of personal data?

The legal basis for data processing for the above purposes is Art. 6 (1a) GDPR (consent).

\What personal data is processed?

The following personal data are processed: name, email address.

For how long is personal data stored?
Personal data used for registration is needed to access the services provided. The data will be deleted as soon as
the services provided by the modelling platform will be terminated.

Is personal data transmitted to third parties?
Unless otherwise stipulated by law or you have expressly consented in individual cases, no personal data will be
transferred to third parties.

Is personal data published?

The personal data is not published. If the platform is used in “public” mode, the username and the groundwater
models created on the platform are visible to other users. If the platform is used in “private” mode, neither
username, nor model data will be visible to other users. The research results containing datasets and models cre-
ated by the users are published in the usual scientific form. We assure that no conclusions about concrete natu-
ral persons are possible from the publications.

\What rights do data subjects have in principle?

1) Voluntary and revocation according to Art. 7 (3) GDPR

The consent is voluntary. You will not suffer any disadvantages as a result of non-participation or cancellation.
Consent may be revoked at any time in accordance with Art. 7 (3) GDPR with the consequence that the personal
data of the person concerned will not be further processed. The lawfulness of the processing carried out on the
basis of the consent until the revocation remains unaffected. In the event of a revocation, the e-mail address will
be deleted.

2) Right of information (Art. 15 GDPR)

The data subjects have the right to request information about the data processed about them and the possible
recipients of this data at any time. They are entitled to a response within a period of one month after receipt of
the request for information.

3) Right of rectification, erasure and restriction (Art. 16 — 18 GDPR)

Data subjects may at any time request the TU Dresden to correct or delete their personal data or to restrict
processing.



4) Right to data portability (Art. 20 GDPR)

Data subjects may request that the controller transmit their personal data to them in a machine-readable
format. Alternatively, they may request that the personal data they have provided be transferred directly to
another controller, where this is possible.

5) Right of complaint (Art. 77 GDPR)

Data subjects may contact the TU Dresden Data Protection Officer (see above) at any time, as well as the
competent supervisory authority for data protection in the event of a complaint pursuant to Art. 77 GDPR. The
competent supervisory authority is:

Sachsischer Datenschutzbeauftragter

Postfach 11 01 32

01330 Dresden

Tel.: +49 351 85471 101

E-Mail: saechsdsb@slt.sachsen.de

Note: To claim the rights, a notification in text form (letter or e-mail) to the data controller is sufficient. However,
the exercise of the rights only has an effect if the processed data allow the identification of a natural person.



